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SECRET

CIPC Panel on the Use of Classified Information by
Drug Enforcement Agencies:

A Report by the Acting Chairman

BACKGROUND

The deliberations of the CIPC's Narcotics Working Group led to production
of the International Narcotics Coordination and Collection Study, as approved
and promulgated by the DCI in February 1984, During these deliberations, the
CIPC established a separate interagency panel to recommend policies for the
Intelligence Community that would enhance the flow of intelligence concerning
narcotics to designated US law enforcement agencies, while protecting the
security of the information and of intelligence sources and methods. | | 25X1

The panel was asked to focus on three specific topics:

) security standards used by drug enforcement agencies,
. protection of sources and methods against indirect compromise,
and
) use of intelligence and intelligence-derived information for law
enforcement investigations. [:fﬁ 25X1

In response to this charge, a nine member panel--originally consisting
only of representatives from the Intelligence Community--commenced meeting in
Septemter 1983. The panel Tater was augmented by law enforcement
representatives. {::: 25X1

In the course of the panel's work, a number of events occurred which
resulted in some of the issues being shifted to other forums. In addition,
through an educational dialogue with Taw enforcement representatives, a number
of perceptions changed and some issues became non-problems. In other words,
the panel's work was overtaken by a variety of events. Honetheless, there is
utility in describing some of the panel's work and reporting on some of its
findings to make them available for future reference. [ | 25X1
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GENERAL

Over the past two years, the Intelligence Community has seen an increased

demand for support to US dru% enforcement efforts. For example. intelliaence
agencies are being asked to 25X1

25X1

As reported by the Deputy Director of Central Intelligence (DDCI) at a
hearing conducted by the Senate Select Committee on Intelligence (SSCI) on 16
May 1984, there has been a dramatic increase in the analytical output by the
Intelligence Community in 1983 and 1984, and information is flowing between
the intelligence and law enforcement communities at an unprecedented rate. 25X1

With the significant growth in the provision of intelligence to Taw
enforcement customers, there has been an understandable concern on the part of
many in the Intelligence Community with regard to the increased potential risk
for compromising sensitive sources, methods and activities, particularly in
situations where intelligence material is used as a basis for prosecution of
drug traffickers. In that specific regard, the Director, NSA, in his prepared
statement for the SSCI hearing on 16 May 1984 noted that although it is not
all clear that the protection accorded national security information during a
trial would be sufficient given the extreme sensitivity of NSA sources and
methods, at this stage there is Tittle that can be done to eliminate this
indefinite problem. He went on to say that NSA is taking precautionary
measures which should help--for example, Memoranda of Understanding with law
enforcement elements--and that the Department of Justice has established a
Task Group to investigate the problem on a more comprehensive basis. He
concluded with the remark that, should the security problems su 9ested by
these concerns become real problems, the nature and scope of NSR s activity
then will have to be thoroughly evaluated. | | 25X1

INTERVENING EVENTS

Among the events that tended to moot the deliberations of the panel are
the following, many of which resulted either directly or indirectly from the
activities of the CIPC Working Group or recommendations contained in the
gfgxementioned CIPC report on International Narcotics Coordination and

ollection:
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In a 11 November 1983 Tetter to the Attorney General, the DCI
expressed his concern over the protection of intelligence
information relevant to narcotics, and suggested that a
“brainstorming" session among Justice Department officials and
Intelligence Community attorneys to discuss this and related
issues would be helpful (copy at Tab A);

Subsequently, officials in the Intelligence Community, the
narcotics enforcement agencies, and the Department of Justice
have been discussing ways to improve coordination and
cormunication regarding the use and protection of intelligence
information in support of international narcotics interdiction
and criminal investigations and prosecutions. Work of this
legal panel is continuing;

There has been an exchange of correspondence among the
Department of Transportation, GSA's Information Security
Oversight Office (IS00) and the National Security Council Staff
on the subject of the basic authority of law enforcement
agencies to classify narcotics enforcement information. The NSC
response--supporting the 1S00--notes that information relating
to international narcotics trafficking, while not classifiable

in and of itself, may be classified when such information is
derived from or Tinked to information within an existing

classification authority. Copies of this correspondence are
attached at TABs B and C;

As referenced above, NSA has initiated discussions with law
enforcement orﬂanizations which engage in communications
monitoring with the objective of concluding Memoranda of
Understanding which will include provisions governing protection

of sensitive intelligence sources and methods;

As a direct result of the CIPC study, the Chairman of the DCI's
SIGINT Committee has been directed to work with NSA and
appropriate members of the law enforcement community to review
policy issues relating to the signals collection effort by law
enforcement organizations.
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DELIBERATIONS OF THE PANEL

The composition of the original panel (a list of participants is attached
at TAB D) reflected a primary focus on security policy and on legal issues
that may arise when drug agencies utilize intelligence in their interdiction
and prosecution efforts. Operational considerations were not addressed and
the panel's membership did not, at the outset, include representatives of the
law enforcement community. Subsequently, panel members met with
representatives of the Drug Enforcement Administration, Customs, Coast Guard

and the J
issues.

A.

us;fce Department in order to exchange information and clarify

25X1

Security Standards Used by Drug Enforcement Agencies

A Tlarge proportion of the panel's discussions focused on the
Intelligence Community's need to be assured that its product is
afforded appropriate security protection by law enforcement
recipients. [ﬂ%} 25X1
Drug enforcement agencies have not been accustomed to handling
large quantities of highly classified material. As the flow of
SCI material has increased, law enforcement recipients have been
faced with the need to review physical handling procedures, to
upgrade voice, record and data cormunications, and to increase
the number of SCI clearances held both at headquarters levels
and in the field. Such expansion is not easy to accomplish
rapidly, and the Intelligence Community needs to recognize and
be prepared to deal with this timing factor as plans for
expanded service are pursued. ﬁlmlT 25X1
As the panel engaged in dialogue with law enforcement elements,

it was readily apparent that these elements are indeed cognizant

of the need to protect SCI and that they are responsibly moving

forward to improve and expand processes and procedures in order

to accommodate the receipt and handling of increased amounts of

intelligence information. At the same time, it was recognized

that as this expansion occurs, there are 1ikely to be "growing

pains"; more imgortant, it is certain that required increased

protection capabilities will Tag actual needs. As an example,

favorable budgetary decisions to acquire and install secure

record, voice, and data communications will not result in

immediate solutions, since it will inevitably take months and,

in many CESEST years to result in the fielding of operational

systems. 25X1
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In this kind of environment, as new arrangements for providing
SCI to law enforcement organizations are contemplated, it would
be prudent for both the provider and the recipient of the
intelligence to conduct case-by-case reviews of relevant
security considerations, and the provider of such information
should be assured that appropriate security arrangements are in
place before any material is provided. Both NSA and CIA have
spent considerable time during the past year working with law
enforcement elements in this regard, and this continued close

cooperation relating to the protection of sensitive intelligence
should continue. 25X1
B. Protection of Sources and Methods Against Indirect Compromise
25X125X1
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C. Use of Intelligence and Intelligence-derived Information for Law

Enforcement Investigations

The final issue considered by the panel concerns legal
considerations relevant to the Community's ability to ensure the

security of its intelligence sources and methods and other
classified information provided to drug enforcement agencies.

It is recognized that information provided by the Intelligence
Community may result in or otherwise contribute to a criminal
prosecution. It is possible, for example, that a criminal
defendant would attempt to force public disclosure of the
information, resulting in compromise of sources and methods. [::]

Although, as a general rule, the Government can deny a defendant
access to Government information that is not material to the
case, under the Federal Rules of Criminal Procedure, a criminal
defendant is entitled upon request to inspect any documents that
are in the Government's possession that is material to the

case. A refusal by the Government to permit access may well
result in the defendant's seeking to compel discovery by
subpoena.

It should also be noted that a court may require an in camera
review of intelligence information in order to make a
determination on the legality of the collection activity. While
it is possible that a judge might find a previously authorized
intelligence activity to have been unlawful, current procedures
and requirements for legal review within the Community and with
the Department of Justice would tend to minimize the possibility
of that occurrence.

While the foregoing would indicate that lawfully collected
inte]]igence information that is neither material nor relevant
to a criminal defendant's ability to conduct a defense would
probably be beyond the reach of a criminal defendant in court,
more difficult problems arise where the information at issue may

be important to the prosecution's case. For example, the
prosecution may wish to introduce the contents of a

\1n order to prove that a conspiracy to
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agencies seeking to obtain a warrant against a criminal target
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may require the revelation of the intelligence information in
order to show that there existed a probable cause to believe the
individual engaged in illegal activities. In either event, the
introduction and disclosure of intelligence information would be
relevant to the prosecution's case, which could not proceed
without the particular information.

Because of these and other complex legal matters, it was
considered appropriate for legal experts from the Community to
work with representatives of law enforcement agencies and the
Department of Justice in addressing this general subject. These
legal discussions are continuing.

SUMMARY

To summarize, the CIPC Panel on the use of Classified Information by Drug
Enforcement Agencies convened in September 1983 and held numerous meetings
over a period of several months. The discussions held within the panel and
with representatives of the law enforcement community were wide-ranging and
very useful in adding clarity to the issues which were addressed and
establishing better mutual understanding among the conferees. A number of
events occurred which had the effect of overtaking much of the panel's work,
and major aspects of two key issues are now being explored in other forums.
This repoEx_fs submitted, without specific recommendations, as a matter of
record.
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g
d Contal Inidligonee /gcnq
Weshngon D C 20505 /! MO’UEMBER_ 198,

Fonorable William French Smith
Attorney General ) :
Department of Justice
Washington, D.C. 20530

Dear Bill: . . E '

I have been concerned about the problem of unauthorizeéd _
disclosures of sensitive intelligence information for some
time and I know that you share my concerns. I very much
appreciate the assistance you have provided in tackling this
problem, particularly your promulgation of the Willard report
-and your support of NSDD-84. I think that it is now time for
us to focus on additional areas where productive efforts
might be undertaken. I would note,  for example, the problems
which have been raised by General Faurer in his letter to ne,
which I am enclosing. I am persuaded that a "brainstorming”
session involving senior Department of Justice officials and
senior Intelligence Community attorneys would be most
helpful. If you identify for me a senior official in your
Department who would coordinate such a session, I will have
my General Counsel, Stan Sporkin, get in touch with that
individqal to help plan the session's agenda. .

One additional subject which I believe should be
discussed at this session is how to protect intelligence
"information when that information is relevant to narcotics or

export control cases...

~
.

: If this session is structured as a one-day conference/

seminar that includes senior Justice, FBI officials as well .

as ‘senior Intelligence Community legal personnel, I believe .
it would be extremely productive. It would help to focus

thinking and perhaps might lead to a resolution of issues

which have been troubling us for some time.

Sinc ly,

11liam J. Casey - :
Director of Central ‘Intelligence

Enclosure: SCI Material
t o .

ER ¥3— 53292

ALL PORTIONS CLASSTFTEND CONFTDENTTAT. . ,
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General Information Security o ' . *
Services Oversight >

Administration Office . Washington, DC 20405
- " February 7, 1983 . .

Honorable El4zabeth H. Dole ' * .
Secretary of Transportation v
Washington, DC 20590

Dear Madam Secretary:

Executfve Order 12356 (the "Order®), signed by the President on April 2,
1982, prescribes a uniform system for classifying, declassifying and
safeguarding natfonal security information. Section 5.2 of the Order
provides that the Informatfon Security Oversight Office (1S00) shall be
responsible to the President for monitoring its government-wide implementation.
Among the specific tools of the 1S00 Director are the authorities to
conduct on-site program reviews of those agencies that create or handle
natfonal security information and to mandate the declassificatfon of
information that the Director determines should not be classified under
the Order. Determinatfons under this latter authority, which 1S00
invokes rarely, may be appealed by the head of the classifying agency to
the.Natfonal Security Council. _ .

On January 11, 1983, during a routine 1{fafson meeting between 1S00's
Harold Mason and Department of Transportation (DOT) security officfals,
a DOT representative presented Mr. Mason with a newly-prepared United States
.Coast Guard classification guide entitled “Commandant Instructfon 5510.%
A classification guide fs an fnstruction issued by an authorized origina)
classifier prescribing classification levels and durations for specified
categorfes of {nformation. Because of his concern with the categorfes
of information to be classiffed, Mr. Mason brought the Coast Guard gufde
to the attention of 1S00 Deputy Director Robert Wells and me. We shared
his concern and requested a meeting with responsible DOT officials to
discuss the guide,

On January 19, 1983, we met with Karen Lee, DOT Deputy Assistant Secretary

for Administration, Rear Admiral N. C. Venzke, USCG, and members of

their respective staffs. At the meeting the Coast Guard representatives
explained its need to protect the {nformation in question, and argued .

that it met the requirements for classification under the Order.e 1 .
concurred on the need to protect the information, but stated that the
information, from its description in the guide, was not national security
informatfon, f.e., “information, the unauthorized disclosure of which

could reasonably be expected to cause damage to our natfonal defense or :
foreign relatfons.” [The:e$SEnce;of;curidisagreement: {5.1500%s:conténtion.
ithat wholly 1aw enforcement:information, evén that”Mhifth ‘pertains~Yo
tinternat15hh!j§;u§ftraff1§§!§§i :,anfﬂational security {nformation .
iunder the Order,

=

Before reaching a final determination, howeter, we arranged an opportunity

to review examples of the tvoes of i{nformation to be classified under
Declassified in Part - Sanitized Copy Approved for Release 2013/11/25 : CIA-RDP88B00687R000200450003-1
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2 number of thes

e documents at Coast Guard headquarters. While

mos¢ sympathegic to the Coast Guard's Operat{ona) need to

1nfbrmat10n. we concluded that almost all of the documentg We reviewed:-
pertained exclustvely ¢ Taw enforcement activitfes, ang not to na
security ag that term 1s percefved and Practiced under E, o, 12356,
Therefore. it {s my determinatfon that the

Instruct{opn 5510" =107 Execut fye 0rder.12356 and {tg

.implementing 1500 Dfrective. xcept for Items 6 ap

go.Iuch of -Ttens 1 and 12, Enclosure | (5), "as
governments or thelr ry §°

£hat pertafns ¢o

Enclosure (s); )
are provided by foreign
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decision to the Nat{o o

y a
€Cause there has nevep
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fon, can be

Preal thig

Sincerely,

/@ﬂw | |
STEVEN GARFINKEL

Directop |
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THE WHITE HOUSE
WASHINGTON

December 14, 1983

MEMORANDUM FOR THE HONORABLE ELIZ2BETH H. DOLE
The Secretary of Transportation

SUBJECT: Security Classification Guide Relating to
International Narcotics Trafficking

I very much appreciate your concern about what the U.S. Coast
Guard sees as an apparent disparity between Executive Orders 12333
and 12356. Specifically, you seem to question why all sensitive
information related to international drug trafficking, referenced
in E.O. 12333, cannot be classified under E.O. 12356.

In response, I have had our staff review the two Executive Orders,
and, while there is considerable overlap, we do not believe them
to be contradictory.. E.O. 12333 reflects the Administration's
concern that the tools of our foreign intelligence gathering
apparatus be utilized to our greatest lawful advantage. Included
in that Order is authority to utilize existing intelligence
capabilities in the fight against international drug trafficking.
E.O0. 12356 reflects several different goals concerning our admin-
istrative and judicial experiences with the prior information
security system. However, as repeatedly expressed by the
President and others within the Administration, the purposes
behind E.O. 12356 were clearly not intended to expand the breadth
of permissible classification. 1In regard to the classification
system, E.O. 12356 is controlling.

As a result, some of the information produced or gathered by the
Coast Guard in its operations concerning international narcotics
trafficking may be classified, and some may not. Information
relating to international narcotics trafficking in and of itself
may not be classified because it is not within an assigned clas-
sification category. 1Its protection would be dependent upon other
administrative or statutory mechanisms, including the "law ,
enforcement information" exemption to the Freedom of Information
Act. This distinction between law enforcement and national
security information is routinely recognized by other agencies,
including the Federal Bureau of Investigation, even in matters
that involve international criminal activity.

Declassified in Part - Sanitized Copy Approved for Release 2013/11/25 : CIA-RDP88B00687R000200450003-1
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on the other hand, when such information is derived from or linked
to other information within an existing classification category,
it may be classified, assuming the other tests for classification
in E.O. 12356 are alsc met. Among possible examples are Coast
Guard information that is linked to the operations of the
Intelligence Community in gathering foreign intelligence or in
counterintelligence; to a sensitive national defense objective
carried out in conjunction with narcotics interdiction; or
references to a foreign official or government that would impact
adversely on our foreign relations.

To help draw these distinctions, I recommend that the Coast Guard
continue to work closely with the Information Security Oversight
Office (ISO0). Our own experience is that ISOO has been reasonable
and flexible in seeking to resolve disputes within the executive
branch regarding the application of the classification system.

' LAﬁ,iiz_;~(;,J¢::——_.

Robert C. McFarlane
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